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Interret and On-lire Services

# Usze cantion when disclosing checking

account nurnbers, credit card murhbers,
or other personal financial data at arey
weh site or on-line service location
urless wou receive secured
anthentication ke wform wour provader.
When you subseribe to an on-line
service, ywou may be asked to give credit
card information. Wher you enter any
interactive service site, heware of con
artists who may ask wou to “confirm”™
your envollrnent service by disclosing
passwords or the credit card aceount
rraber used to subscrbe. Don’t give
thern out!

Action Steps for Identity Theft Victims

# Contact all creditors, by phone and in

writing, to inforn thern of the problem.

# Email the 115, Postal Inspection Serv.

Wy uspe sovipostal inepectors

# Contact Federal Trade Cormrssion to

teport frand. 1-877-ID Thefi{or)
www.consumer. gov/idihefi

Call each of the three cmedit burans’
frand urats to report identity theft. Lok
to have & “Frand Llent W ictirn Irnpact™
staternent placed in your crdit file
asking that creditors call you before
Operilg any new accounts.,
Equifax §00-5256285(frawd)
800-997-2493(cred it report)
Exp erian Information Solutions
888-307-3T42(fraud rep oxt)
Translinion Credit Bureau
800-680-728%frand)
800-916-8300(cred it repori)
Lulert wour banks to flag oour accounts
and contact you to confinm unosual
actrvity. Recuest a change of PIN and a
tewr passrnord,
Eeepalog of all sour contacts and make
coples of all doc uments.
Contact the Social Security
Ldranistration’s Fraud Hotlire.
1-800-269-0271
Contact the state office of the
Departrent of Iotor Vehicles to see of
another leense was issed in your name
If a0, reguest a new lice nse rraber and
1111 ot the DIVIV *s coraplaint forra to
begin the frand irvestigation process,



What is [dentity Theft?

Identity the ft irpolves acquiring key
pieces of snrneone’s 1de ntifying
information, such as name, address, date
of birth, social secwrityrmuaber, and
mather’s maiden name, i order to
irpersonate thern. This informa tion
enables the identity thief o corunit
nurne rous formes of fraud which include,
bt are not lirdted to, taking over the

wic tite s financial accounds, opening new
bank accounts, parchasing autorachiles,
applsing for loans, credit cards, and social
secutitybenefits, renting apartinents, and
establishing services with utility and
phiotie ¢ oropandes.

The information contained in this guide
provides the actions recormmende d by the
Southem Pines Police Department and the
financial industry to help reduce the
likelihood of becoraing a victira of identity
theft.

Preventive Actions

Promptly reracne roail from woar
mailbox after delivery,

Deeposit outgoing mail in post office
collection mailboxes or at our local
post office.

Hewer give personal infonmation over
the telephione, such as woursocial

sec ity rraber, date of hirth,
mother’s maiden name, credit card
mraber, or bank PIN code, unless ywou
initiated the phone call. Pmtect this
information and release it onlywhen
ahaolutel yne cessary,

Shred pre-appeosed credit
applications, credit card receipts, bills,
and other financial inforrmation you
don't want before discarding thern in
the trash or recyrling hin.

Eraptyyour wallet of extra credit cards
and ITVs, or better wet, cancel the ones
wou do not use and rmaintsin a list of
the ones you do.

Order sonr credit re port frorn the three
credit bureans once a year to check for
fraudulent activitsror other
dizcrepancies.

Hewerleawe receipts at bank machines,
bark connters, trash receptacles, or
matterded gasoline pampe. Keep
track of all your papereork. When
you no longer need it, destroty it
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I morize ywour social security raraber
and all of your passwords. Do rot record
thern on arey cards or on anything in o
wallet or purse.

Sign all new credit cards upon receipt.
Searve all credit card receipts and match
thern against your monthlyhills.

Be conscious of nomval receipt of routine
tinancial statements. Contact the sender
if the ware not received in the mail
Hotifyy your credit card compandes and
firarcial institutions in advance of arsr
change of address or pho ne nurhber.
Hewer loan your credit cards to anyone
else.

Mewer put yonur credit card or anyother
financial account normber ora posteard o
on the outside of an ercelope .

If you applied for a new credit card and i
hasn’t arived in a tirnely marner, call the
bark or credit cards iravediatel v
Closelyronitor expiration dates on our
credit cards. Contact the credit card
imguer if replace rent cards are not
recemved prior to the expiration dates.
Bewrare of mail or tele phone solic ifaions
disguised a5 prootions offering instant
prizes or avanls designed solelyto obiai
your personal infornation or credit card
tnrnbers.



